Filename American Assassin-MP4.mp4.deadbolt
16 44454144. Deadbolt Marker
16 9317B4E0 Unencrypted Files Size
16 DE8D212A 16-byte client (victim) |
16 06B56352 16-byte client (victim) |
16 1FCD98C3 AES 128 BIT - The AES initialization vector (IV) that is different for each file
16 D3C72799 AES 128 BIT - The AES initialization vector (IV) that is different for each file
16 5F3A13841 SHA-256 of the AES 128-bit key
16 08C12FCO: SHA-256 of the AES 128-bit key
16 5601DB29 SHA-256 of the “master” key

16 CAGF0493:SHA-256 of the “master” key
™ o
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Filename tHUMBS.DB.DEADBOLT
16 44454144. Deadbolt Marker
16 00380200t Unencrypted Files Size
16 DE8D212A 16-byte client (victim) |
16 06B56352 16-byte client (victim) |
16 E633553CI AES 128 BIT - The AES initialization vector (IV) that is different for each file
16 A277EBC1 AES 128 BIT - The AES initialization vector (IV) that is different for each file
16 5F3A13841 SHA-256 of the AES 128-bit key
16 08C12FCO: SHA-256 of the AES 128-hit key
16 5601DB29 SHA-256 of the “master” key
16 CO6F0493! SHA-256 of the “master” key
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